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) RUHZ RUG E\ 5 HEHFFD 5 XP EXO
([ HFXVWH' LWHAVRU  &(2 RI VIKH 5 XW\) RXQGDVIRQ

2 QEH K DROW KHX VVR X Q G DW DRPG O H D VAHKKG6 H F X U,LQA W L XD \DYOHU H Bl G D E ONHICH
WRUHYWVKH UY®@VWDODPHRWIRLOEIVWRXQGDWIRKQ UBHGLFDWH® ZD'
VHULRIV UHSW WV KDGH W DALIOHD FW L Y DMMIEBKVHL &N UMGH Q WQ LW BXO ISWL R U L \
SURJUHMVQ®FFRPSOLVKRPREWNFXULQPROODE R ULLWIKX § &URMM HD GH UV
,QLWLDWLYH EHJLFQ® G X FWIVDKR U RXX &R W K3HU R M H
DQGFRPXQLWDQGVWDH®WILQHHUHQI
$ VW KSR S X O IRUW WAIX VAW Q I X BRIQ W L QXR-OX W LR Q V
WROLPEABHQHIDWEHFRPLQIFUHDVLQJO\
UHFRJQI\OBGFRUQHRUIWKRSHYRXUFBPWKULW®HK 0B WKH U§FMF X U QMW LD\
HFRV\VWBREH\RQ&XVIWGHYHORBUBWSRWRGZKLF&HWDLREURJU ID\D\G
WX UQW®X VMWL QFUHDYXPHHWYWE XLO/XFFHVWRIBZED UWLMWR O WERYDJRLQ
SHUIRUPVYQWWHPSURPLQHBWHUQPHOWUWRSHRXILQ®WKLVUZWDSWBNVKH
DIJHQFDHWNEHJLQQW®IH 15X VIVVD VD | HWUW RRIW KX V)R X Q G D Wi RIQ WOL W L DR L
FRGLYROXWLBQUWLFXBDIWRBURYEGUQRUPDWLYGRQV LIGWHBR X WKEHQ\
VHFXULQWKNRIWZDAXBSOKDLRXVWRW KHJHDW L QHFD G RZLWO/ D INWD EC
VWHOOBSXWDWVR PHPRU\ VDDIW® QG VHFXUH 5XVW HFRV\VWHP
SHUIRURID@QBXHVURZLEYHWBDWDORQJ
ZLWK LWV YLVLELOLW\ SRSXODULMW)D ®QR XIDGR SRV R Q @K KDUGZRUN
7HFKQR R D\ W KHX VMR X Q G D \@ HESQ
+RZHYMUSURSHUXES RUKIEK W XRIBXVW. UHFRRHFKQR ORKD UKHVKWHSRQVR
DQGWWRZLBDRPPXQLDMGR QVXWHKDDN GRQREINKRPDGHLQD @BL@AQ NLQ
5X VMR QW L @MRHN/O LRRGLWAD IBQ & HF X BR Q W U L E XWWRIRETHF X U,LQA W L DDADLOY K H
SURPLVWYIBXVWRXQG DWLHRIL HWKYOM D G FURWPZ L W KK REXVIWRMBRKRKD Y H
SURDFRHIUWX PXVEHVDNWEWUHQJIWBH®W Q HFORG BIONKVW P DN MK EWLW L
DQE[SOG/HF X WIKWKHIF R VWWWKDVW KX ZRUN SRVVLEOH
ZHODXQFRKBHFXUQWWLD@HSWHPEHU
RI ZLWIHQHURXBSSRURRSHQ66) V
$OSKD 2PHSDRMHFWG5XVWRXQGDWLRQ
3ODWL@KPEHS:6 WHFKQLFDHRUWRP
3ODWLOQKPEHYURLQIUDVWUKENSR
IURPL] DQBERQVXAWRBO D W LOHFE H
*RRJOH

SHEHFFD 5 XP EXO
5XVW )RXQGEHMXIWRIQYH 'LUHF

UXVWIRXQGI
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([ HFXVIYH6XP P DU

6LQMHKH UVVEDUHHOHRNMNKHXVSWRIUDPPARQJIX DY H WKHXVMFRV\V KBV
JURZOHPHQGRXWRD QMNRVKWLUHDRIWRILWAD LQWDVRROQWULEX@Q®GVYRFDW
(YHUGD\SXVWDINMQDGYDQWDUBHWFRPLRRUHYLGHNR®WHYHORBAARVWJIDQL]DW
DOLNH

% XWLPDYSURJIUDPRALMQ IXDV KPHHW H RILNRHS X VIMQ W U R ®XQPHPVE HRUFRPSOHI[LV
DQGLVNWHQWKXVHEDVRIDQSURJUDPRAMQJIXDURZLWHFRPARUBWW U DN¥RV
PDOLFIDFXWRIWD QSURIJUDLRODQIXBFRV\VWHID QBIMWMARUBLEUDYLRHND JH
DQG IUDPHZRUNV WKH VXUIDFH DUHD IRU DWWDFNV LQFUHDVHV 5

$VWKHWWHZ RUBKHXVBURIDPPLEDQJIXDNKHXVRXQGDWDRIQUHVSRQV MWEL
SURY DG Q RHUHVRX WRYKHURZLRX VMR PP X Q LAMKLWH VSR QV PEIDDMAMWR X VW
HPSRZIFRQVWWHRNBD U W L FLLAVIKEXVIW R MIH®WH F XD®I® F D O PBMH HWD LP L QI
VHFEXUEXWGHI@WYEXVIDLQWQHDQ GG XFDMKE X EORER XWH F X UZLWX KW ® B X VW
HFRV\VWHP

,Q 6HSWHEHU WKHXVWRXQGDWLEQRXQRMGRPPLWPHORVXOILOWK®Y
UHVSRQVLWIKG XWHKBNH F X U QW W L DMALW K IR@® HH DD W BUK DW Q R X Q F H P HDWH
SURXG Rl WKH SURJUHVV PDGH WRZDUG RXU LQLWLDO IRFXV DUHD\

$FKLHYHPHQWYVY RI WKH 6HFXULW\ ,QLWLDWLYH EHWZHHQ '"HFHPEHU

e SHFUXLWRGRRDU®IQQSYIURXFW IRMDIWDO WHFNUHNWLQHH[SAWD V¥ L WHW IQH
S5XVW )RXQGDWLRQ

e 8RPSOHWLRQ RI VHYHUDO WKUHDW PRGHOLQJ H[HUFLVHV ZLWK S

e SXECQLFDLODEIBOLOYWKHRS HPR X UWR R® BFWH D WHR/P S O H W/®IOD SIXF U RW K H
HQWLUH FUDWHYVY HFRV\VWHP

e $YDULRMWUDWINRHFXWPVWSURYHPHQRO/X K@U HD VRILERRUDWHDGEERQVRC
VFRSHG $3, WRNHQV DQG WHFKQLFDO GHEW UHGXFWLRQ

2YHU WKH FRPLQJ PRQWKYVY G6HFXULW\  QLWLDWLYH HQJLQHHUV ZLO
e &ROODERUDWLQJ ZLWK DOO 6HFXULW\ ,QLWLDWLYH VWDNHKROGF
e 8RPSOHWLQJ RXU ILUVW 5XVW VHFXULW\ DXGLW

¢ S HOHDVLQJ WKH WRROV DQG WKUHDW PRGHOV ZH KDYH FUHDWHUC

DQG PXFK PRUH

UXVWIRXOQGI



https://rustfoundation.org/

3URJUDP 0 IMMRQ  / HDGHUWKLS

7KHP IMMRQ RI VIKH 5 XWV) RXQGDMRQ 6HFXUW , QIMDWIYH LV VR VXSSRUADQG DGYDQFH VIKH WIDVIH Rl VHEXUW
Z VKIQ VKH 5XWV3LRIWDP P 1Q] @QIXDIH HFRAWHP DQG FRP P XQW : H DWH JWWIXO IRU VKH
Z IGHVSWHDG FREDERWVIRQ DP RQIWAD YDUHW RI WIDNHKR@GHW Z KR VKDWH VIKH VHEXUW  YDOXHV GULYLQJ

VKLVZ RWIN IRWZ DUG 7KH 5XW\) RXQGDVIRQ Z RX@ @NH VIR VIKDON VKH | R@RZ 1QJ LOGLYLGXDY | RUVKHWUP DQ\
FROWIEXVIRQV VR VKH 6 HFXUW , QMDVIYH DWWKH WP H RI VIKLY LHSRUWV

5XWY RXQEDARQ 7HAKQRBI\ 7HDP

-RHOO DUFH\
" WHARURI 7HRKQR®RI\

7 RELDV 94 HQLHN
6RIVE DUH ( QI LlQHHU

-DQ"' DYLG1RWM $GDP + DUYH
, QUDVWKPMUH ( QI LOHHU 6RIVE DUH ( QI IOHHU

SXWBUIRMRWHDP V' : RUINQJ * LRXSV

SXWBU LDVAXRXIUH 7 HOP S XWBLRWRVGSHEXUW S VGROWH:  RINLQJ * LRXS

ARDMVIR 7HP S XWBIRWRVSHEXIHERGH: RINQJ * LRXS

$CAURQDD WH 5XW\) RXQEDMRQ Z RX@ @\H R DANQRZ B1GI H WH LOAMGXDY Z IWIQ

WH5XWBLRMANZ KR KDYH FRQMEXWMG VR WH 6HRXUW , QUDWYH DQG SURNGHG YDOXDEG!
LOSXVWKXVI DU

UXVWIRXQOGI
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6XSSRUN 6SROVRUWKLS

7KH 6HRXUW , QUDAWYH Z RX@ QRAH IMAZ IMMRXWILODQADADQG LQ NIQG VKSSRUNURP D
QXP EHUR JHQHRXVRU DQl] DWRQY

” n 7KH 6HFXULW\ ,QLWLDWLYH LV XQGHU
w $O0SKD 2PHJD SURKMHRKW DUWQHUV ZL

VRXUFH VRIWZDUH SURMHFWY DQG PL

LPSURYH WKH JOREDO VRIWZDUH VXS

‘H DUH JUDWHIXO IRU WKHLU RQJRLQ

ORQWKO\ XSGDWHV RQ WKH )RXQGDWLRQ V 6HFXULWS$QGKW LIPMUIDH
*LW+XE UHSR

5XVYRXQGDVBOPWLQOXPEHUYURJIHQHURX
0. 10GEXSSRUN GRQDWHG WKH WLPH RI 6HFXULW\ (QJ
ZKLFKHXWLOEHHBZHOFRPRRWKUIKID O W
HQJLQHHUV WR WKH 5XVW )RXQGDWLF

L] DSODWIWKBWOSGRFDWBLWLJIDWFEX UL

O LDWUKRUH' RQDVRQ LVVXHQFORX®IUDVWU IHQXWRIXGFRQ D W I
DFFHVV WR WKHLU SODWIRUP WR WK}

5X VW XQGDWQR QY LAHFPE HAR R.J &XHD D H QW V
&ROXTDVRQ WL ADHQ B[S H U WLRVKRIQ JR LOQH Y H O R SRIWG W
BHFXULQLWLDWLY®RRNRUZDUMGRIXUWK
FROODERUDWLQJ ZLWK WKHP DV WKL\

(JARXWRUIDQL]DWILRW HU HMMWW XSS R U WWKQAH F X UR WK B X V@D QJ XDHAFR V\V W

WKURXJK RXU 6HFXULW\ ,QLWLDW LE/RIQ V8 D H\U ¥ B XWR\D RX X&DDWL.RQ RUJ

UXVWIRXQGI
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) LODQFLDOB HSRUW

UHRZ \ RX Z LA LQG NH\  GDVID DERXWIKH | XQGLQJ DQG EXGI HWRI VIKH 5 X\WW\) RXQGDVRQ V 6HFXUW
,QMDVIYH : H DWH SLRYLGIQJ VKHVH GHVDLY | RU J HOHUDOWDQVSDUHQR. DQG VIR GHP RQWADVIA VIKH

Z RN Z HDWH DE®I VR FDUJ  RXVWWKLRXJ K VIKH J HOHLRXV I XQGLQJ Z HKDYH LHFHLYHG | LRP - GRQRW/

) LODQADERQMEXWRQY DVR X0

v-,

6HSWAP EHU 1 RYHP EHU

) XQAQJ YV ([ SHAWH DVR -X®

, QMDO XQGQJ

([ SHQGWXWHWR* D

&XUHQWE HP DLQGHU

UXVWIRXOQGI
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B ..

) REXVS UHDV ' HFHP EHU -XQ

)WRP ' HFHP EHU VKLRXIK -XO RXU Z RIN XQGHU VWKH 6HFXUW , QMDWIYH Z DV

JXIGHGE\ VKH IR@RZ 1QJ SURUMHV

+1UQJ 5XW RXQGDRQ 6HFXUW ( QJ LOHHUQJ ([ SHUAH

&RQGXPVIRJ D 6HFXUW $ XGMWRI VIKH 5 XM FRW WiHP

&ROGXAIQJ 7KIHDWO RGH@AQJ | RUVKH 5 XW\ FRW WiAP

$ GYRFDQJ |RU 6HFXUW 3WDPAFHV $ FLRW VIKH 5 X\W
/ DOGWFDSH

" HYHRSLQJ 7RRY ) HDVXWHV ~ S5HFRP P HOGDVIRQV YDVHG
RQ 5 HVHDUFK

" HYHBRSLQJ ' RFXP HQVDARQ VR ' HP \ WU\ 6HFXUW LQ VKKH
5 X\VW( FRVA WWIHP

$GGUHWQJ 5HFRP P HQGHG 5XWV 6HFXUW  ,WXHV
, GHOW HG 7 KUWRXJ K 5 HVHDUFK

2QSDIHV  WKWRXJIK \ RX @I LQG GHVIDLY RQ VKH SLRJWHW Z HYH P DGH VIRZ DUG HDFK Rl
VIKHVH SURUMIHV

UXVWIRXQGI
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B ..

) REXV

,Q RUSHUVR P DNH WH 6HFPXUW , QUDWYH SRWE®! WH 5X\A) RXQGDMRQ LHTXILHG WH
GDGHUKIS DQG NQRZGBGIH Rl D IX@WP H HQIQHHU ZIW D Z HOHWEEQKHG
EDANJ LRXQG LQ VHRXUW VR KHS VKDSH WH Z RINRI WLV SLIRIWDP  : H DOR WHTXWHG
WH VXSSRUARI VHYHDO X@WP H HQU LOHHWY/ VR FDUY RXWWH Z RIN EHQI GILHPMG E\
WH 6HFXUW ( QU LOHHU

3 URIJWHW

2 Q -DQXDU WH 5XW) RXQGDMRQ KILHG = DOMU 3HDUFH DV RXU I LUMVIX@WP H
6HPXUW ( QIIQHHU : DOMUKDV RYHU  \ HDW/ Rl UHBIYDQUVHEXUW HQU LOHHUQ) H SHUHQRH
DQG KDV DOHDG. KHSHG WH 5XW/) RXQGDARQ P DNH WHP HQGRXV SWRJ UMW \RZ DUG \WH
JRDY'RI WLV SURJ LDP

/IDMU IQ 4 R WH 5XW) RXQGDWRQ KUWLHG V¥ R DGGMRQDO IX@WP H 6RIVE DIH
(QLOHY $GP +DUYH ZKR LV SDUAD@ IRFXVHG RQ WH SURUWHV IGHOWIHG E\ WH
6HRXUW ,QWDWYH DQG 7REIDV YUWHQIHN ZKR LV IRRXVHG RQ VXSSRUMY WH RDWVIR

HRAWWMP : DOMU $GDP  DQG 7RELDV KDYH EHHQ HWAVHOWDOFRQWIEXVRRD/ VR DQG GDGHWY/ RI
WH 6HRXUW ,QWDWYH DRWIMHY DQG ZH DIH WU@IG VR KDYH WHP DV SDUVRI WH 5 XMWV

) RXQGDWRQ WDP

) REXV
&RQGXPQJ D 6HFXUW $ XGLRI VIKH 5 X\VW( FRV WP

$Q DXGWRI WH WIW Rl VHEXUW Z IWKIQ WH 5 XVWHARV VWP Z LODARZ ERW WH 5 XV
) RXQGDWRQ DQG 3LRMIPWR DQAASDM UMV EHWAU DQG GHILQH KRZ VHEXUW FDQ EH
HARQRP IFD® P DIQWIQHG RQ DQ RQIRIQJ EDMV * LYHQ WH MJH RI RXUWDP  \KH
FRP P XQW DQG WH HFRA WP DVOUH ZH KDYH D XQTXH RSSRUMQW \R GDLD
KDUG GMRQV ILRP RWHUHFRV WP V DQG P SGP HQWDSSURSUDM UHP HGIDWRQV |RU
WHP DWD VP DAUMADGH

UXVWIRXOQOGI
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3 URIUHW

$V WH RI I LELDOSDANDI H LHSRMRU | RUWH 5XVWSLRI DP P 1Q) @QIXDIH WH KHDOK Rl \WH
SDANDJ HV RQ ADWAV IR GHSHQGV RQ GHHSHUIQWI KWQUR FLDW VHEXUW 2 QHRI RXUJ RDY |RU
YRFXV  Z DV VR HQDE®! | XUMHU OV KWMQWR RIDWM VHEXUW DQG P RUH SURP LOHQWD | HDW(LH
LQIRUP DWRQ DERXVWALDWA VHEXUW

: RN LV FXUHQWD |RFXVHG RQ WRIVE DUH VXSS® FKDIQ VHEXUW  7KH 5XVIN) RXQGDARQ DQG
ADWMVIR WDPV DIH FXUHOMD FROERUDMOQ] VR VXUDAH LQGIYIGXDO RDWM  VHREXUW
IQRWP DARQ  $\VWHWP HQWH IRUV LOFOXGH GDNHG VHRIHW P DOFIRXYV ADM GHWIPARQ  DQG
VHEXUW EHVASLDPWEHV VFRUQJ P RGHY

7KH WDP KDV QRWIGHQWIHG DQ\ DAWHO P DIARXV RDWAV WXV IDU 0 XGAS®! FDVHV Rl
GDNHG AHGHMDY Z HH GMRYHHG DQG WH WDP KDV DRAWHO FROWAMG WH DI THRMG
RZ QHW

$CEMRODD WH 5XW) RXQGDWRQ DQG FLDWAV IR WDP V FRMERUDWMG LQ -XQH VR SLRGXFH D
WP HOWRQ RXUMVKDUHG J HQHUDCDSSURDAK L HWHUSDUN HYHUUHAHLYHV D B4 D@ ELQGLQY

WHTXHVW RUGDWD : KL®I QR VXFK LHTXHWKDV EHHQ UHFHLYHG DVWIWH WP H RI WKLY LHSRUWVZ H

SO@Q VR ZRW Z W RXU Gl DOFRXQWHOWR DGG DQ DP HQGP HQWR RXU SUYDR  SRAIF WDW
RXWIDHV KRZ Z H Z RX@ RSHUDM Ll D ®1J DO ELQGIQI UHTXHWM RU GDV LV DMAXHG 2 XUJ RDO
ZIOEH R IGHQA\ RSSRUXQWHV \R P IQP JH WH GIYHORI GDW ZH UHMVIIQ Z IWRXW
FRP SURP IMQJ WH P DQDIHP HQARI WH 5 XA LDVAXPMUH

) REXV
&RQGXPVRJ 7 KUHDWO RGHRQJ ( [ HUFLVHV | RUVIKH 5 X\W
( FRV VWP

7KUDWP RGHIQU H HIAMVHV HQDE®! WH 5 X\W) RXQGDURQ DQG 5 X\WB LRMIPAVR EHWHU
XQGHUAMBQG WH UMV IGHQWIHG E\ WH 6HEXUW $XGIW, Q GHYHBRSIQI D@ RXUWUHDW
P RGHY GHVFUEHG EHB®Z  Z H KDYH FRQVXOMG Z I WWKH 5 X\VIAB LRMIPW ALDWAV IR 7HDP
,QUDVWAXPXH 7HDP  6HFXUW 5HVSRQWH: RINQJ * LIRXS DQG 6HFXUH&RGH: RINQJ
* IRXS 1Q DGGMRQ VR VSHALIE H WILODOWENHKRGHY/ © H @RN IR DUG VR \VKDUQJ
WH GHVBLY | RUD@DMUHDWP RGHY VRRQ

UXVWIRXOQGI
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) REXV

&RQGXPVRJ 7 KUHDWO RGHQJ ( [ HUFLVHV | RUVIKH 5 X\W
( FR WP

3 URIWUHW

7KHRX QG DWERQ U HIRWRBVRIQWKHROORZLQJ
IRXU WKUHDW PRGHOV DV Rl WKLV UHSRUW

7KH &WDWAV ( FRMA WP 7KUHDWP RGHCKDV EHHQ
FRP SGMWG DQG IHYLHZ HGE\ WH , Qf LIDWAKRXH
7HDP  6HFXUW SHVSRQWH: RWINQJ * LIRXS DQG
6HFXWH &RGH: RINQJ * LRXSV

7KHS XWAB LRMIFW 7 KUHDWP RGHCRXWIH KDV EHHQ
GHYHRSHG DQG LV FXUHMD XQGHUWHYIHZ E\ WH
5 XW\B LRMRWAMDP V QMG DERYH

@

5XWV, QI LDWUXFLH - $Q IQWDOGDIVRI WKH WUHDW
P RGHODQG DQ LQMDODWHWP HQWLY FRP SGM DQG
XQGHU WHYIHZ E\  WH 5XVIW3LRMPWWDP V. QAMG
DERYH

m >

FLDVAVIR  $ WUHDWP RGHCRXWEQH LV FRP SGMW 7KH
5XW )RXQGDMRQ DQG ADMVIR WDPV DWH
FROERWDAY) RQ JDWHUQ) IQRWP DARQ DQG
FRQGXPWQJ D VHRXUW DWHWP HOWEDWG RQ WH
IOGIQIV

i

UXVWIRXOQOGI
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) RFXV
$ GYRFDVWQJ | RUGHFXUW %4-\WAB UDPFHV $ FURW VIKH 5 X\
/ DOGVFDSH

$GYDQAQI WH VHRXUW RI WH 5XVADQI XDJI H KIQJI HV RQ WH VDIHW DQG VHEXUW R
LW DWRADMG VRRY %4 SLRP RWQJ VHEXUW DZ DUHQHW DQG HGXFDWRQ Z IMIQ WH
RILELDOSDANDI H P DQDJ HUDQG EXI@ A WP IRUSXVW&DU R WH FHQADOSDRNDI H
HSRMRU  IRU 5XW ADWVIR DQG WH EWRDGHU 5XVWHFRR VWP \WH 6HFXUW
,QUDWYH Z LOKHS GHYHBRSHWY XVH 5 XWMHVSRQUE® DQG HP SRZ HUWHP \R P DNH
IQIRWP HG GHAMRQV DERXWW X\H

3 URIJUHW

FLDWAV R 7HFKQLFDO  HEWS HGXFVIRQ

B6LQPH WH DULLYDCRI WH 5 X\WY RXQGDARQV VE R I XE@WP H VRIVE DUH HQI LOHHW/ 1Q4  Z HKDYH
EHHQ KHSLQJ WH 5 X\VAB LRMIPALHGXFH WH DP RXQWRI WIFKQEEDOGHEVDFRUKHG RYHUMP H

5XWW) RXQGDARQ 6RIVE DIH ( QI LOHHU 7REIDV %UHQHN KDV EHHQ SDUAEXDUWD |RFXVHG RQ
LHGXAQ) WIFKQIEDOGHEWZ IWIQ ADWV IR $ FKIHYHP HOW LOFOXGH

e ) I LQ WHKDQGIQ Rl IHBDVHV Z IW EXI@ P HVBGDV LQ WHUYHUMRQ \WQI V

e 0LIWDWQ VRWH VHAUHA FLDW \R DYRIG DFF.GHQUBOBIDNDI HV Rl FLHGHQWDY DQG RWHU
VHALHW

,QARGXAQJ FDUR GHQ VR \L.J QDCBRWE®! YX@HDELQAHV

8 SGDWQJ WH ADWAV IR RSHUIDARQV J XIGH

6P S@\ 1QJ WH WX LQ VHYHLDCZ D\ V

$GGEQI WDAQI LOIRWP DARQ VR P DQ\ FRGH SDIKV
&ODAQI XS ELRNHQ ADWM | LBV WRUHG RQ 6

DQG P RWH 7R GDWQ P RUH DERXW/REIDV DRWYIMHY DQG DAFRP SOKP HOW GXUQJ KLV [LlDMW
WUHH P ROWY DWMH 5 XM RXQGDWRQ SEDVH IMMARXUE®RJ]

© H EH@HYH WDWKHWH 11 HV DQG WH RQHV VR FRP H Z LOKHS FRQMEXW VR D P RUH VHEXUH
DQG Hi | LEHQARLDMV IR

UXVWIRXQGI
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$3, 7RNHQ, P SLRYHP HOW

5RXIKO WUH \ HDW/ DIR ADWAV IR WDP P HP EHU 3IHWR $@&LQL AHDWG D SLRSRVDOWDW
ZRX@ IP SGP HOMWFRSHY IRURDWV IR VRNHQV DA@RZ 1QJ XVHW VR FKRRWH Z KIFK HQGSRIQW
WHVRNHQ LV D@RZ HG VR FD@DQG Z KIFK ADWAV WH VRNHQ LY D@BZ HG W DIHTHRW' XH VR D KHDYA

®&DG Rl Z RIN RQ WH WKRX@GHW/ Rl WH RIDWAV IR WDP WKLY YDXDE®! Z RWN Z DV RQ SDXWH |RU
VHYHWDO HDW/

: HDWH SGDVWHG WR IHSRUWWDW7RELDV AUHQIHN ZDV DEGI VR SURUMIH WLV DMXH DQG
[P SGP HOAWS 3, VRNHQ VFRSHY DQG H SILY GDWV RQ ADWAV IR DIH QRZ 1Q SLIRGXPWRQ

) REXV

" HYHIRSLQJ 7RRY ) HDWXUHV S HFRP P HQGDWRQV Y“DVHG
RQ 6 HFXUW 5 HVHDUFK

BL0FH WH LOFHSWRQ Rl WH 6HFXUW , QMDWYH Z H KDYH H SHRMG WH UHVXAOV Rl RXUS XV
VHEXUW DXGMQI DQG UIHVHDURK VR IHYHDOWH QHHG IRU QHZ  RSHQ VRXUFH VRRY DQG
I HDWUHV VR HOKDQFH P DIQWIQHY VHEXUW Z RINGBZ V DQG XQBAN J UHDWU LOVLI KWQWR
YX@HDEIDAHY :  KLGBH WH | LUAB XMAVHRXUW DXGILY QRW HWFRP SGMW Z H KDYH DOHDG\

IGHOWIHG VHYHDO XU HOMRRIQI QHHGY DQG P DGH SWRIWHW VRZ DUG WHU J HOHDO
DYDIDELON

3 URIJWHW

3XEQF $ YDLDELDW Rl 3DIOWAU 7RRO
> HDUH SURXG VR DQORXQFH WH [ LUMSXETF® DYDIME® VRRAQ RXUGHFXUW 7 RROIW3 DIOWU

30QMU LIV DQ RSHQ VRXUHH SIRMPWMWKDWHHDWY D FRP SGW FD@J WDSK DAIRW WH HQWH
RDWAYV HRVW WP VR LHYHDOKRZ  RDWYV ULHDW VR HDFK RWHU © KHQ D YX@QHWDEIQN H DMV 1Q

RQH ADW 3DIOWU D@RZ V XVHY VR P RWIH HDMO DWHW SRWICQWDORU DRAYH UMV VR RWHU
RIDWV

UXVWIRXOQGI



https://rustfoundation.org/
https://github.com/rust-lang/rfcs/pull/2947
https://blog.rust-lang.org/2023/06/23/improved-api-tokens-for-crates-io.html
https://github.com/rustfoundation/painter

7KH VRROLY DIP HG DWDGGUIHWQI DAXHV DQG GHWLP 1QIQ) UMV Z KHQ XMQJ RWHU VRRY
VXK DV &DU R $XGW 7KLY DARZ V XVHI/ VR QRARQD GHWLP LOH Ll D YX@HDE®! GHSHQGHOR
H DMV EXWL WH DWMDFN SDWC LV UHDQ] HG 3DIQWAUZ DV FLHDWIG E\ 5 X\WW\) RXQGDARQ 6HFXUW
( QI LOHHU:  DOMU3HDURH DQG LHBDVHG | RUSXETE XVDJ H 1Q -X®

&UDVIAV [R $ GP 1Q &RQVRGH

$ ADMVIR DGP 1Q FRQVRG! KDV EHHQ GHYHBSHG 2 QFH IX@ P SGP HOMG WH AIDMVIR
$CP 1Q &RQVRB!I HAWBEQKHY P RUH VHRXUW JXDUG DY IRU FRP P RQ RSHUIDMRQV DQG Z L@
DGYDQFH WH WIW Rl DXVRP DARQ Z IWKIQ WH DGP LOMADARQ RI ALDWV (R

(FR\ WP 6FDQQLQJ FRGHQDP H 6DQGSLW

7KH WDP KDV EHHQ KDUWG DWZRW FUHDWQJ DXVRP DMG \RRIQJ DQG WIRKQTXHV IRU
IGHOW\ IQ] SRWE® P DIARXV ADWM DRAYIW RQ ADWVIR ,QMDOFRP P XQW GMVEXWIRQ
DURXQG WH SXETE VXUDAQI Rl WHVH UHVXOV KDV FRP P HOFHG 7KH 5 XVIWHFRV VWP KDV QRW
\ HWEHHQ WH YIPWP Rl D FRQFHUMG HIIRUMR GMMEXW P DZ DUIH DP RQJ SDANDUHV EXW
UHFHQWHYHQW LQ RWHU RSHQ VRXUFH SDANDI H LHSRVWVRUHV KDYH KLI K@ KWMG WH QHHG |RU
VXK P RQVRUQY

$V WH FRP P XQW DDJQV RQ KRZ ZH ZDQWWR VXUDFH WLV IQIRWP DARQ WH 5XW
) RXQGDWRQ WP Z L@FRQAQXH GHYHBSIQI GHWIPARQV VR P RQMRUWH HARV VWP VXK DV
P DZ DIH VFDQQIQJ P DIARXV DPRYIW GHWIPARQ  YX@HWDE®! GHSHQGHOR VADOQIQJ VRXUH
FRGH SLIRYHQDQRH DQG P RWH

) RFXV

' HYHIRSLQJ ' RFXP HQUDMRQVR' HP \ WU\ 6HFXUW LQ VKH
5 XW\( FRV\ WP

04 RXWIRIQ) VHRXUW UMV YXQ@QHDEIOAHV DQG FROUGHIDARQV 1Q WIFKQIFDO 5XW
GRFXP HQMMRQ GHYH®RSHWY Z IEH 1Q D EHWAU SRMMRQ R DEIGH E\  VHEXUW EHW
SWPWEHY DQG P DNH LQIRWP HG FKRIFHV Z KHQ GHS®\ LQJ 5XVWFRGH 7KH H SDOMRQ Rl

5XWW KLIK TXDONV VHEXUW GRFXP HOMRQ Z @ HQDE®! GHYHRSHWY R IGHOM\ DQG
DGGUHW SRWQWDO YX@HDELDAHY HDUD 1Q WH 5XVWGHYHBRSP HQWSWRAHW  SUHYHQW
FRP P RQ VHEXUW SIMD@ DQG EHWMU HGXFDWM WH FRP P XQIW DERXWS XV H MAQJ

VHEXUW EHQH W

UXVWIRXOQGI



https://rustfoundation.org/
https://github.com/rust-lang/crates.io/issues/6397

3 URIJUHW

7KH 5XWV) RXQGDWRQ WDP KDV ZUWMQ D S5HTXHWV) RU &RP P HOWIRU WH DEION R
TXDIDQWH SWREGP DWF RDWY DWU D VHWRI VHREXUW WIHWKRGV KDYH EHHQ P HW I
DSSWRYHG WL [HDWKWH Z LIOP DNH IWSRWIEGI VR NHHS D ADWM 1Q D KR@GIQJ SDWAWD | LRP
SXEQF XVH Z KIB VHRXUW FKHANV DUH P DGH Z IWIQ WH RDWV IR LQHDMWAKRMUH VR HOVXUH LW
VDIHW ,\WZ IGDAR EH DGGHG DV DQ RSHIDWRQ Z IWILQ WH RIDWAV R DGP 1Q FRQWVR®! GHVRUEHG
DERYH

© HKDYH DOR L.QMDWG D FRP P XQIW GIVEXWRQ DIRXQG Z KDWGHWPARQV\R 1P SGP HOWDQG
KRZ YDURXV GIYHY Rl VHEXUW J XDUDQWH VKRX@ EH VXUDPHG VR WH XVHU LOFOGIQI WH
DIRUHP HQARQHG TXDUDQWOH Z IMK DXVRRP DWIG VRRIQ

) LOD® WH 5X\W) RXQGDARQ WDP KDV EHJI XQ IQMUDAQ) Z W WH , Q LDVAKPMUH WDP \R
EHJIQ GRFXP HOWQJ DFFHW FRQWROSIRYIMRQIQI DQG GH SIRYIMRQIQI Z IWIQ WH 5XW
3LRMPW: HKRSHVR DIGWHP 1Q GRFXP HOAQJ WH SURFHW DV Z H@DV IGHQW LQJ J DSV DQG
DUHDV | RUDXVRP DARQ RUIP SLRYHP HQW

) REXV

- KL WH LOMDOS XMAWHRXUW DXGIWY QRW HAWFRP SGMA RXU HQU LOHHWYY VIVNHG Z W
UHVHDURKIQ). WH WM R 5XVWVHEXUW KDYH DOHDG\  IGHQWIHG DQG SURUW HG WH
UHVROMRQ Rl VHYHIDOHEXUW DMXHV

3 URJUHW
© W KHS ILRP 5XWW) RXQGDMRQ 3@MQXP 0 HP EHU ) IRJ  ZH IGHQWIHG D VHEXUW
YX@HIDELON 1Q WH SRSX@URDW +\ SHU $V Z HIGHQW\ P RUH VHRXUW DAXHV WILRXJ KRXW

WH S5 XWHRVMWWP Z H Z OUHSRUAWHP WILRXJ K WH SLRSHURKDQOHY' LOFXGIQ) WH 5 XWV
SWIRMPNGHRXUW 5HVSROWH: RUINQJ * LRXS Dv QHRHWDU

UXVWIRXQGI



https://rustfoundation.org/
https://hackmd.io/@LawnGnome/B11M9KA8h
https://github.com/rust-lang/crates.io/issues/6397
https://jfrog.com/blog/watch-out-for-dos-when-using-rusts-popular-hyper-package/

8 SFRP LQJ $ UHDVRI ) RFXV

7KH 1QMDOIRFXV RI WH 6HFXUW , QVWDWYH KDV EHHQ RQ KIUQJ SO@QQAQI DQG H SRUDMRQ
ZIW VRP H | DQWWMF HDUD WIDJH HQJI LOHHUQJ DRKIHYHP HOW WR EXI@G RQ  7KWRXJI KRXWAWH
WHP DIQGHURI DQG LR RXUZ RWN Z I@EH IRFXVHG RQ IP SGP HWQJ VROMRQV WR
VHUYH WH [1QGIQJ V GHVRUEHG 1Q WH WUHDWP RGHY DQG RWKHUDQDOWVHV

7KH JRDORYHU WH QH WA HDU IV VR HQVXUH WDWSIRDRWYH P HDVXUHV KDYH EHHQ VBNHQ WR
SUHYHONSRWIQWDOWUHDW DQG EDG DRRWYY Z IWILQ WKH 5 XVWHRRW WMP Z KB DOR VXSSRUAMYJ
WH WIRKQIFDODQG SHRS®I FOSDAW WR TXIENO® P M) DWi DQ\ DRWYH YXOHDELDAHY WDWP D\
DUMH 7KLY HQGHDYRU Z IOWHT XILH FROWOXHG FRRUGODMRQ DQG FRMERWIMRQ Z IW WH 5 XWV
3 IRMPWDSSURSUDWM 3 IRMPWAMDP VvV DQG D J URZ 1QJ JWIRXS RI GlYHUWH WANHKRGHWY

2 YHUWH FRP 1QJ P ROWYV WH 5XM\ RXQGDWRQ WDP  &RN\V |RWZ DUG VR I XUMHUSWRI LHWMQJ
WZ DUG WHVH SURUMAY DQG WKDUQJ GV WKLRXJ K LHSRUN INH WKLY RQH

UXVWIRXQGI



https://rustfoundation.org/

5XWY RXOGDARO $@HV: W 2 SHO66) DOG -) LRJ VR 6HEXUH &RGH

6RAIQ] 2 SHO 6RXUFH6HEXUW  [LRP $GKDW2 P HID

5 XWY RXQGDWRO VR , GHOW\ DOG $ GGLHW 6HEXUW ' HHRW 1O
5XWBLRILDP P 1QJ / DQIXDIH

5 XWV RXOGDWRO &( 2 VRG 6V RI 2 SHO &RO ( YHY ROH 6KRX@
EH3D\ 1QJ VR 6HEXH 2 SHO 6RXUAH

7KH 5XVW) RXQGDWRQ Z DV DOR SGDVHG VR VHH WH 8 6 ' HSDUR HOWRI &RP P HUFHV
1 DAWRQDO, QWAXW R 6VBQGDLEY DQG 7HFKOR®J\ 1,67 AW 5XVWDV DQ H DP SGIRI D
VDIHU FRGIQ] VRRODV SDUVRI W 6RIVE DUH $WXWDQRH 0 HWMEV DQG 7RRO( YDOXDURQ
6$0 $7(

© H DUH HQFRXUDJ HG \R VHH D @U H J RYHUOP HOWERG\ Z W J ®REDOQI OXHQPH VXK DV WH
8 6 ' HSDUR HQWRI &RP P HUFH VBNQJ) QRW Rl 5XWW P EHUHRXUW P HUW 7KLV KDV
EHHQ IXUMHU EXR HG E\ WH UHFHQW: KIW + RXVH 1 DARQDO&\ EHU 6HFEXUW 6WDWAT\
_.P SGP HOWMMRQ 3@Q Z KIFK WHWHY WH EHOHIIW Rl P HP RU VDIH @QJ XDJ HV DQG WH
IP SRUBQFH Rl DGRSWRQ DALRW FUMFDAIQ! LDVAKPXLH

7KHVH GHYHBRSP HQW DUH HYIGHORH WIDWS XVMY 1Q D VWRQJ SRMMRQ VR EHFRP H HYHQ
P RUIHNH VR SHURWP DQWDQG VDIH FRP SXWIUM WP V J RED@ DQG WDVWIKH Z RUN EHQJ
FDULHG RXVE\ WH 6HPXUW , QMDWYH LV ERW YVBCDQG WP HO

UXVWIRXQGI



https://devops.com/rust-foundation-allies-with-openssf-and-jfrog-to-secure-code/
https://www.scmagazine.com/feature/devops/solving-open-source-security-from-alpha-to-omega
https://www.securityweek.com/rust-gets-dedicated-security-team/
https://thenewstack.io/funding-downturn-threaten-ability-to-secure-oss-projects/
https://rustfoundation.org/
https://devops.com/rust-foundation-allies-with-openssf-and-jfrog-to-secure-code/
https://devops.com/rust-foundation-allies-with-openssf-and-jfrog-to-secure-code/
https://www.scmagazine.com/feature/devops/solving-open-source-security-from-alpha-to-omega
https://www.scmagazine.com/feature/devops/solving-open-source-security-from-alpha-to-omega
https://www.securityweek.com/rust-gets-dedicated-security-team/
https://thenewstack.io/funding-downturn-threaten-ability-to-secure-oss-projects/
https://foundation.rust-lang.org/news/rust-identified-as-safer-coding-tool-by-nist/
https://www.whitehouse.gov/wp-content/uploads/2023/07/National-Cybersecurity-Strategy-Implementation-Plan-WH.gov_.pdf

/KDON \RX IRU WHDGIQJ WKH [1LUANV 5XWV ) RXQGDVIRQ
6HFXUW , QMDVIYH 5HSRUVIRU " HFHP EHU -XO

© H QRN IR DG VR DXIQT I XWIH UHSRUN GHVIDLAQ]
RXU ZRIN RQ VKHWH DQG RWKHU 6HFXUW , QIMDVIYH
SURUVIHV

$ FNQRZ ®1GJ P HQW

QFBMQI Z HZ RX@ @\H VR WDQN WH 5 XV RXQGDMRQV J LRZ 1Q)]

WDP R IXOWP H WRIVEDH HUIOHHY WH GDGHUKIS DQG
SDUAASDARQ Rl P DQ\ NH  LQGIVIGXD® DQG WDP V Z IMIQ WH 5X\W
3LRMPWWH J HOHLRXV LOYHWR HOMIRP $GKD2 P HIDDQG $: 6

DG WH VXSSRUNWRP * RRIG! )R] : ]

, \RXU RUJDQL]DWLRQ LV LQWHUHVWHG L
WKBXVVWURJUDPPDORIXDNKURXRKUGHFXUL
L QLWLIRWLMRXKDYIBQ\TXHVW LIRER/XWK B XV W
JRXQGDWLRQ SOHD¥RMWDEWHAMIXNMWIRXQG







